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PRODUCT SHEET

SPAM PROTECT

Today’s enterprise email security threats are no longer just nuisance spam emails.
The sophistication level of attackers comes with malicious intents, with
increasingly using emails as an entry point through the use of phishing messages.

Your enterprise is vulnerable to security attacks such as spamming, spoofing,
spyware and malware. Safeguard your enterprise email infrastructure today with
SpamVault’s Spam Protect, a powerful and affordable email security solution.

It keeps valid emails flowing through smoothly while setting the standard for active
multi-threat security, detailed automated reporting and email encryption.
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REPUTATION FILTER

VIRUSES & MALWARE

WHITELIST & BLACKLIST o
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TOP 5 BENEFITS

« Comprehensive Email Protection — Protect against email spamming, spoofing, phishing,
viruses and malware. We filter all potentially dangerous emails and only allow the ones you
deem safe.

« Increase Employee Productivity — Don’t waste your employees’ time to go through distracting
emails. Only allow legitimate emails so your employees can stay focused.

« Affordable and Scalable — Our pricing structure is extremely competitive in the industry and is
designed to grow as your enterprise grows.

+ Minimize IT Support — Eliminate support nightmare on email spamming issues so your IT staff
can work on high priority tasks and projects. Creating and managing mailboxes, generating
reports and analysis through SpamVault’s Management Portal is easy and quick.

+ Redundancy & Redundancy — With SpamVault’s distributed cloud architecture, we are able to

deliver redundancy in the event of an unexpected outage. Your email protection will continue
to work as designed without any interruption.
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ENTERPRISE
SECURITY
FEATURES

e Spam and virus filtering

e Spoofing, phishing, malware
prevention

e Denial of service protection

e Directory harvest protection

e Cloud protection layer

e |P Reputation analysis

e Fingerprint/image analysis

¢ Anti-fraud intelligence

* Triple-layer virus blocking

® Real-time protection

¢ |P/content-based filtering

* Sender/recipient filtering

* RBL/DNSBL support

 Keyword/character set blocking

e Reverse DNS blocking

¢ URL pattern/category blocking

e TLS encryption policy

e Reports, graphs, statistics

* LDAP interface

e User-based filter/quarantine

e Personal allow/block lists

¢ QOutlook Integration
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